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1. Essentials Kit - Access and User Management

1.1 campusM Access and User Management
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Notes:

Hello and welcome to this session on Access and User Management for controlling access to App Manager and managing user permissions. 
1.2 Aims and Objectives 1
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Notes:

During this session we will cover these topics:

· Accessing the Users/Permissions component.

· Creating new Users.

· Managing existing Group and User permissions and access. 

· Creating new Groups

· and Other features to help you manage the Users and Groups.

… assuming you have been allocated appropriate permissions and dependant on your licensing terms.

We will start by showing you how to access the Users/Permissions component.
1.3 Users/Permissions Component in App Manager
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Notes:

App Manager is the web-based configuration tool for the campusM apps, providing a simple interface for administrators to manage and develop the contents and services for their user base. 

The Users/Permissions component manages users, access and permissions just for App Manager, not for the campusM apps. 

campusM typically set up the User and Group permissions for one Admin user which will be provided to the customer at the beginning of the implementation project. Administrators are responsible for managing their users and groups from that point on. Additional users can be created by the Admin user as needed.

The Users/Permissions component within App Manager allows the administrator to:

· Add new Groups and Users within App Manager and set up access permissions and restrictions.

· Manage the access permissions and restrictions within App Manager for existing Groups and Users

· and… Remove active permissions from existing users so they no longer have access to functions within App Manager. 

The Users/Permissions component is accessed from the App Manager Home Page by clicking on the icon.

Users/Permissions consists of the following menu options: 

· Groups

· and Users.

The list of users added to the campusM app is found under the Users menu. Click on the Users menu option to open the list of users.

Users/Permissions menu options (Slide Layer)
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1.4 Users Menu Option
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Notes:

The main Users screen shows summary information for each user, including their username, email address, name and the organization they belong to.  The email addresses have been blanked out here, and throughout, for data protection purposes.

New users are added by clicking on the Add user button in the top right hand corner of the screen.
Add user button (Slide Layer)
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1.5 Aims and Objectives 2

[image: image7.jpg]¢ Access the Users/Permissions component.
¢ Create new Users.

* Permissions and Restrictions.

¢ Create new Groups.

* Return to the previous menu.

« Searching for Users or Groups.

* Filtering Users or Groups by Organization.
* History button.





Notes:

So we will now look at the next section on creating new users.
1.6 Adding a new User 1
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Notes:

Once you have clicked the Add user button, all the fields in this window are mandatory.

Click the appropriate Save button to save the record.

1.7 Adding a new User 2
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Notes:

The password is saved in an encrypted format. You cannot edit the encrypted Password entry. Administrators can update the password for a user using the change password form link.
1.8 Change Password Form
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Notes:

Enter the new password and click the Change password button. The new password is once again saved in an encrypted format against the user record. 

Note that users can change their own password using the Change Password option in their account menu in the top right hand corner of the App Manager window.
User changes their own password (Slide Layer)
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1.9 Adding a new User 3
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Notes:

More fields have now been added to the new user record we have just created, to set up account details, permissions and access.

Enter the first name, last name and email address for the new user.

Enter the organization for that user from the drop-down list. If the Organisation field is left blank, the user will have access to App Manager for all organizations. 

Click the Save button at the bottom of the record.
1.10 Aims and Objectives 3
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Notes:

Permissions and restrictions for the user are covered in the next section.

It is important to note here that if a user has restrictions or limited permissions, they will not be able to confer these permissions on a new user they are adding. For example, if your user record is restricted to certain profiles, you will not be able to give a new user permissions to view other profiles.
1.11 Active Users
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Notes:

A user can be designated as an Active user by checking the tickbox, if they are a current user in App Manager. 

Users who no longer have permissions to App Manager should just be deselected by unchecking the tickbox and saving the record. This is preferable to deleting the record as details are retained for tracking and auditing purposes. Their record can also be activated easily again if they require access to the system in the future.

If, however, the user record has been created in error and requires no tracking or auditing, it can be deleted using the Delete button at the bottom of the window. Confirm the action to permanently delete the record or cancel using the menu breadcrumb trail to keep the user record.
1.12 Permissions 1
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Notes:

Users can be allocated all permissions by checking the All permissions tickbox. This approach is commonly adopted where there are only a small number of administrators. 


If, however, there are users who require access to specific areas, the permissions can be restricted to only allow access to certain elements.
1.13 Permissions 2
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Notes:

Permissions allow you to control what changes a user can make using App Manager. We will discuss later how this enables an institution to devolve the ability to manage specific content within the app to the appropriate content owners and authors.

If the All Permissions tickbox is left unchecked, specific permissions for this user can be selected from the list of Available user permissions and transferred to Chosen user permissions using the right selection arrow. 

You can use the Search box to search for specific permissions. Single click to select just one option, Ctrl+ Click to select more than one and Shift + Click to select all the displayed options. Click the right selection arrow to move the selected permissions to the Chosen user permissions section. Don’t forget to save the record.
Searching for Permissions (Slide Layer)
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1.14 Permissions 3
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Notes:

Permissions are deselected by highlighting them and transferring them out of the Chosen user permissions using the left selection arrow.
1.15 Permissions 4
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Notes:

All permissions can be selected and transferred by clicking the Choose all link below the user permissions. This is particularly useful following a search for a specific element where all the options are required, but also where all but a couple of user permissions are being selected, as it is easier to remove them singly after a bulk transfer.


Likewise, all options can be easily deselected by clicking the Clear all link.


Permissions can be set to allow Add, Change, Delete or View only, for all the elements within App Manager, allowing for several levels of granularity.
1.16 Permissions 5
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Notes:

As an example of setting permissions in a user record, if we have a user from the Marketing department who is allowed to manage the content items for Marketing, we can give them authoring permissions to the areas they need to create, edit and publish relevant material. Search for the appropriate permissions and move them to the Chosen user permissions box.

Save the record to save the chosen permissions to the user record.
The pages the Marketing user is restricted to are covered in the next section on Restrictions.
1.17 Restrictions 1
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Notes:

User access to certain areas can be restricted so that administrators have access only to those areas for which they have an authority.


Once one of the Restriction areas is selected by checking the tickbox, options are presented to select which elements should be available to that user, such as the author from the Marketing department. Restrict Profiles and Restrict Content Access both provide a link to all available functions. Click on the link and check the tickboxes to make those functions available to this specific user. Click away from the list to remove it from the window and save the selection to the user record.
1.18 Restrictions 2
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Notes:

Restrict RSS Categories and Restrict alert groups both display a selection box if the option is selected. The Search box can be used once again to search for specific elements if it is a long list. The Available options can be selected and transferred to the Chosen list using the right selection arrow, or transferred directly using the Choose All link. 

Don’t forget to save the record.
1.19 Groups
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Notes:

In addition to individual settings, it is possible to create groups for managing users. Adding users to a group applies a standard set of pre-defined permissions, making the process of creating and managing users simpler and more effective.
e.g. you can have a group called "Content editors" which contains users who can only access the content section in app manager etc.

We’ll look at creating the Groups next but first we will look at adding groups to the user record, as this will complete the permissions and restrictions that can be set from within the user record.
The groups are selected from the Available groups section and transferred to the Chosen groups section using the right selection arrow. Save the record to save the groups to the user record.
High Level Groups (Slide Layer)
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1.20 Aims and Objectives 4
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Notes:

Now we move on to creating new Groups. 
1.21 Groups
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Notes:

Groups are accessed from the main Users/Permissions menu. Click on the Groups menu option to open the list of groups.

Note that a standard administrator, a Customer Super User, cannot see the highest level administrative groups that have been created by campusM during the implementation, so the list appears empty the first time it is accessed. The administrator can add new groups that were not originally identified. 
New groups are added by clicking on the Add group button in the top right hand corner of the screen.
1.22 Adding a new Group
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Notes:

We shall use our authoring requirements from the Marketing department as an example of creating a new Group, so that extra users could be given the group permissions in their user record instead of searching through the list of individual permissions every time. 

Add a name for the Group and identify which organizations it is available to. Only one organization can be selected, or the field can be left blank for access to all organizations.

Permissions for this group are selected from the Available Permissions and added to the Chosen Permissions box. Save the record.

You can see that the new group for the Marketing authors is now available within the Groups menu option and to the Groups selection within the user record.
1.23 Aims and Objectives 5
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Notes:

We’re now going to have a look at some of the other features that help you manage your Users and Groups. We’ll start by looking at how you return to the previous menu.
1.24 Return to the Previous Menu
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Notes:

At any point, you can return to a previous menu level or the main menu using the links in the breadcrumb trail in the top left hand corner of the screen. This can also be used to cancel changes made to a user or group record, or return to the list of users or groups.
1.25 Aims and Objectives 6
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Notes:

Now we’ll cover searching for Users or Groups.
1.26 Searching for Users or Groups
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Notes:

It is possible to search the list of users and groups for specific entries, as these lists can sometimes be very long and span multiple pages. From the main Users or Groups screen, use the search box to search for a specific name.

Click the Search button to carry out the search.

The search results show all the users matching your search term.

The number of matches is noted at the top and the total number of records is recorded at the end of the list. The link against the search field at the top of the screen shows the total number of records available. Clicking the link cancels the search results and returns you to the main list again. 

Single click on an entry to view that user record.
1.27 Aims and Objectives 7
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Notes:

The next section explains how to filter for Users or Groups by the organization they belong to.
1.28 Filtering Users or Groups by Organisation
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Notes:

The list of user or group entries can be filtered by organization using the filter on the right hand side of the window.

Selecting one of the filters shows only users set up against that organization in the list. 

Once again, the number of matches and the total number of users is recorded against the search field at the top of the window and at the end of the list.

Single click on an entry to view the record.

Click on the link for the total number of records to return to the full list of users. The filter is reset to All organizations. 
1.29 Aims and Objectives 8
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Notes:

Finally, we shall look at the purpose of the History button.
1.30 History Button
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Notes:

The History button in the top right hand corner of a User or Group record documents the changes made to the record for that specific user or group.

The change history gives a date and timestamp for each change, the Id of the user who made the change with their name in brackets and what action was undertaken.

It is not possible to roll back changes using the History button; it is simply a record of who has made what changes and when, for auditing purposes.

Use the menu breadcrumb trail to return to the User record.
1.31 Session Review
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Notes:

This concludes the User and Access Management session.

In this session we discussed how you can control the access, permissions and restrictions for App Manager administrators within your organizations. We identified that this is done through the Users/Permissions component.

We covered creating new Users and setting up Permissions and Restrictions so that users are only given the permissions they need within App Manager.

We discussed creating new Groups.

And we looked at the features available to help you manage your Users and Groups.

1.32 Thank You!
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Additional Resources

*  Search the Ex Libris Knowledge Center:

*  Search the campusM Product Documentation:





Notes:

Further information about User and Access Management can be found in the comprehensive online documentation in the Ex Libris Knowledge Center.

Thank you.
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